
Top Management
Sponsorship for Cyber Security

Top Management
Sponsorship for Cyber Security

Outsourcing 
Security

 Cloud Application Lifecycle 
Management. Process

 Cloud Access Security 
Brokerage (CASB)

 Cloud Identity & Access 
Management (C-IAM)

 Incident Management
 Security Audit Management
 Outsourcing security 

guideline management
 Secure infrastructure
 Secure operation center
 …

Incident 
Management

 Data Loss & Leakage 
Protection (DLP)

 Security Operations Center 
(SOC)

 Cyber Crisis Management
 Cyber Crisis Exercises
 Management of cross-

company incidents
 Secure platforms for file-

sharing
 Organizational/ Role 

Concepts
 … 

Data & Information
Protection

 Secure Messaging/ 
Encryption

 Secure File Sharing and data 
storage protection

 File & Folder Encryption
 Encryption test runs
 Password & Access 

Management
 Classification of Data
 Real-time server monitoring 

(incl. incident management)
 Regular evaluation of 

Logfiles
 ….

Vital Systems 
Protection

 Management of Vital System 
security

 Dashboards for Vital 
Systems

 Access Control Permission 
Reviews

 Penetration Test
 Vulnerability Scans
 Code Reviews
 Redundancy/ Backup 

Management
 ….

„IT Production“ 
Hardening

 Back-ups/ recovery plans for 
key systems

 Authentication Management/ 
Password Management

 Server reinforcement (secure 
code, hardening, patches, 
vulnerability scans, …)

 Application Lifecycle 
Management (ALM)

 Internet Access Points 
Management (IAP)

 …

Awareness for Cyber Security & Change ManagementAwareness for Cyber Security & Change Management
Integration into HR 

Management
Communication/ 

Awareness & Training Security Passports Process improvement Security Trainings IT Admin TrainingFalse Phishing 
Campaign

CROSS-FUNCTIONAL INTEGRATION IN ORGANIZATION

House of Cyber-Security
Framework for health check and continuous improvement of company-wide 
Cyber-Security level


